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Insight and oversight

First of a new series of insights on governance oversight for Board of  directors and governing bodies

The oversight role of the Audit Committee includes asking management the right questions to be assured that risk management processes and internal control systems have been fully considered in the strategic and business planning processes and operations. 

Insight and oversight presents a series of issues to help Board members and Audit Committee reflect upon their role in this sense.
The risk of not seeing the risks

One of the biggest risks that the audit committee and board face today is the risk of not seeing the threats in front of them until they are at the door.

How many of the risk decisions have you made only after the disaster or the problem has occurred??

Its time to get rigorous. The Board and the Audit Committee needs to ensure that their organization is familiar with all the many individual risks that face their organization…before they occur! It’s a fundamental part of a comprehensive and effective risk management process.
There is no ‘one shoe fits all’ here but the global needs and objectives for fully identifying risks are valid for every organization. The processes and practices they adopt will depend on their size, nature and complexity. Financial institutions have adopted sector models. Other organizations can adopt a them to their own specific circumstances.

So now ask yourself these questions: :

· Has a solid planning process that clearly calls for the structured identification of the principal risk factors been established by your Audit committee or other governing body? 

· If yes, how well-defined is the framework for categorizing risks? It is the launch pad for all the analyses that will follow to assess the risks. It must cover strategic, operational and governance risks, not just financial,  It must be appropriate for the organization’s specific businesses, objectives, processes and activities. This classification framework with a good top down detail will enable management to use it as the basis for maintaining ongoing risk management assessment and management processes.

Most organizations face a number of "principal business risks" that are critical to their success, survival and strategy.   Do your entity’s directors know and understand what these major risks are? Get regular briefings to the Board on them. 
Whether it be changes in world prices of gold, oil or other commodities, the safety of consumer products; the integrity of power stations or other large structures, competitor trends or the legal scenario.
Take a look at this example of an overall comprehensive risk framework. Is anything missing?
	External Risks

· Socio Economic Scenario 

· Competitors 
· Market / Clients

· Partners / Suppliers

· Laws and regulations

· External Events/Natural Disasters

· Technology


	Internal Risks

Human factors

· Compliance 

· Adequacy of Human Resources (quantity/quality)

Design of Process/Systems

· Business Processes

· Financial and accounting processes

· Technical and IT Resources

Governance and management control

· Monitoring/Information
· Planning process

· Integration


Is your board reviewing risks in the area of  market including the changes in market conditions; competitors meaning new competitors or new maneuvers by existing competitors to penetrate your market; the socio-economic scenario like political and regulatory environments including environmental, as well as changes in the financial markets. Remote as they may seem, has the Board been briefed on the effects of potential external events included natural disasters, IT attacks, crises.? BP could surely offer “lessons learned” here….
Strategic plans incorporate assumptions about factors in the external world that can change at any time and significantly affect the business plan. Some factors are relatively easy to monitor – exchange rates,

commodity prices, interest rates, etc. Others, such as political, regulatory and social trends are harder to quantify and assess. 

So there should be processes in place for identifying and monitoring changes in the external environment. Think about whether someone has been given clear responsibility for collecting and sharing information on the external environment. The Board should review with management how the strategic environment is changing, what key business risks and opportunities are appearing, how they are being managed and what, if any, modifications in strategic direction should be adopted.
There should also be processes in place for identifying and monitoring changes in the internal environment. This area should be associated with the assessing of the internal control system. More insights to come in our future series….
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This publication takes into account the ‘Guidance on the 8th EU Company Law Directive, article 41’, published by ECIIA and FERMA and provides further guidance by providing useful queries for the Audit Committee to monitor the effectiveness of governance as regards risk management, internal control and internal audit. 





Some key principles:


A complete and cross-functional approach to evaluating risks





Risk assessment, constituting a key element of the governance processes must


-Guarantee full coverage of significant risks of the organization


-Adopt approaches to identifying risks which overcome sector differences 


-Ensure  that these risks are clearly correlated to the entity’s objectives


-Promote a proper and proportionate allocation of resources to the control functions dedicated to monitoring the risks based on their assessed importance. 





The risk models applied in identifying risks must be exhaustive and not be conditioned by excessive focus placed in connection with regulatory or other specialized issues.


Evolving regulations have sometimes focused attention on single risk areas (sector, legal, etc), responding to social and business events. This focus however has sometimes caused a disproportionate attention and allocation of resources to such risks with respect to other non regulated risk areas. 


Risk assessment of course differs from entity to entity. Excessive allocation of resources to control those risks that are subject to legal regulation can be inefficient and detrimental to the overall risk management process. The end result is an imbalanced risk management process.





Thus, the process for assessing the risks must be at entity level, and single organizational functions which are dedicated to the assessment of specialized risks must be placed within a single enterprise risk process. This process must prioritize risks also on the basis of their correlation to entities objectives, considering 


-the extent to which the combination of risks potentially impact each objective, or alternatively, 


- the impact of a certain risks on multiple entity objectives.





Studies indicate that the level of adoption of global systematic risk management processes, for example the Enterprise Risk Management framework, is low. Such frameworks are intended to guarantee a structured approach for the identification and measurement of effective levels of risk in all areas of the organisation (from strategic to operational, from compliance to business…) allowing for an integrated and efficient internal governance.


The framework must be implemented to the point that risk indicators, appropriately defined through the process itself, are embedded in the control processes at all levels and considered for possible inclusion in the incentive/disincentive system.
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