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Internal Audit: Where are we going?
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Risk-based rotational coverage

Tangible assets

Balance sheet orientation
Exception reports

Management develops solutions
Control compliance

General IT controls

Independent and objective assurance
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Shareholder value:
Internal Audit
function

Optimal
balance
protect /
enhance

with value-added advice

Risk-based coverage

Intangible assets

Balanced report on performance
Identify and share best practices

Collaborative solution
development

Support and improve risk
management, control, and
governance
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lIA Strategy 2009/13: Preferred Future Milestones

By 2013:

1.

Internal Auditing is universally recognized as a profession

To Accomplish this The lIA:

2.
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Defines the principles of the profession  and assures that the
principles are available seamlessly worldwide

Assures adherence to professional requirements

Is the preferred provider in the research, development and
dissemination of knowledge to advance the profession

Is seen by its members and operates as one global organization
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Why do we need Quality assessments?

Goals:
Meeting needs of the business environment
Enhance transparency for our clients
To be in compliance with the International Standards

Objectives:
Assess Effectiveness and Efficiency of an |A Activity
|dentify Opportunities for Improvement
Provide an Opinion on Conformity to the Standards
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International Professional Practices Framework
(IPPF) — Jan 2009

Scope and Structure
PPF IPPF

ELEMENTS ELEMENTS
Definition
(Code of Ethics

Definition

Code of Ethics

Intemmational Slandards Internatlomal Standards

Practice Advisories Practice Advisorics

Development and
REMOVED Babl=i==F.t

Position Papers

ADDED
Practice Guides
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Definition of Internal Auditing

- Key wording

Assurance and Consulting

Add value

Systematic, disciplined approach
Risk management

Control

Governance
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Code of Ethics

Principles/Rules of Conduct
® Integrity

® Objectivity

® Confidentiality

® Competency
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International Standards - summary

Charter approved by the board (audit committee) 1000

Internal Audit activity should be independent, Internal auditors objective 1100
Proficiency and Due Professional Care 1200

Internal Audit activity with knowledge, skills, other competencies 1210

CAE: QA program (Internal-ongoing/periodic, externa ) 1300

CAE: Internal Audit adds value to the organization 2000

Internal Audit evaluates and contributes to the improvement of risk management,
control and governance processes using a systematic, disciplined approach 2100

Each engagement is planned, structured and monitored 2200

Internal Auditors identify, analyse, evaluate and record information 2300
Communicate accurate, clear, constructive and timely 2400

CAE: establishes a follow up process 2500

CAE: resolution-management’s acceptance of risk 2600
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QA Related Standards

1300 Quality Assurance and Improvement Program
1310 Quality Program Assessments
1311 Internal Assessments

® Ongoing Reviews

® Periodic Reviews

® Self-Assessment

1312 External Assessments
®* Five Year Requirement

1320 Reporting on the Quality Program
1330 Use of “Conducted in Accordance with the Standards”
1340 Disclosure of Noncompliance
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Establishing a QA Program (Standard 1300)

Internal Audit Activity Should:
®* Perform in accordance with its Charter, the Standards and Code of Ethics.
® QOperate in an effective and efficient manner.

®* Be perceived by Stakeholders as adding value and improving the
organization’s operations.

The QA program should:
® Cover all aspects of the Internal Audit Activity

® Assure compliance with the Standards and Code of Ethics

® Include continuous monitoring of the Internal Audit Activity's effectiveness
using performance measures.

® Help the Internal Audit Activity add value and improve organizational
operations > Conduct surveys, seek dialogue with management.

Size of program determined by size of Internal Audit Activity.
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Mandatory QA elements

Both periodic and ongoing internal assessments (S1311).

External assessment at least once every five years, the
results of which are communicated to the board
(S 1312, S 1320).

®* An alternative methodology for an external assessment is a self
assessment with independent validation (PA 1312-2)
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Mandatory QA elements

S 1312
External Assessments

PA 1312-1 paral3
Self Assessment with
Independent Validation
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QA process

1)
2)
3)

1)
2)
3)

1)

2)

Preparation

Client Self-Study — Information Collection for Preliminary Review
Surveys — Consensus of IAA from Management and IAA Employees
GAIN Reports — Benchmarking with Industry

Fieldwork
Interviews with Key Stakeholders
Analysis of Key Documents and Processes

Determination of Conformance

Reporting

Draft Report — Issued by the Team Leader, Reviewed by Quality at I1A Inc. and
commented by the Client

Final Report with Client’'s Responses to the Recommendations
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QA Tools

Tools for Quality Assessment (IIA QA Manual)
®* Preparation and Preliminary Phase
® Interview Guides
® Quality Assessment Program Segments
® Evaluation and Reporting
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Quality Assessment Tool Map
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Quality Assessment Tools

Preparation and Preliminary Phase
® Preparation and Planning Program (Tool 1)
® Self-Study (Tool 2)
® CAE Questionnaire (Tool 3)
® Audit Customer Survey (Tool 4)
® |A Activity Staff Survey (Tool 5)
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Quality Assessment Tools - 2

Interview Guides
®* Board (Audit Committee) Member (Tool 6)
® Executive to Whom the CAE Reports (Tool 7)
® Senior and Operating Management (Tool 8)

® Head of Internal Audit (Chief Audit Executive - CAE)
(Tool 9)

® Internal Audit Activity Staff (Tool 10)
® External Auditor (Tool 11)
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Quality Assessment Tools - 3

Quality Assessment Program Segments (QAM Tab C)
® Assessing the IA Organization (Tool 12)
®* Risk Assessment/Engagement Planning (Tool 13)
® Staff Professional Proficiency (Tool 14)
® Information Technology (Tool 15)
® Assessing Production and Value-Added (Tool 16)
® Individual W/P File Review Program (Tool 17)
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Quality Assessment Tools -4

Evaluation and Reporting (QAM Tab D)
® Observations and Issues Worksheet (Tool 18)
¢ Standards Compliance Evaluation Summary (Tool 19)

® Sample Reports on Quality Assessment (Tool 20)
® External Quality Assessment
® Self-Assessment with Independent Validation
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Sharing Best Practices

Examples of Best Practices

November 2008

Conducting Enterprise Risk Assessment

Utilizing Risk and Control Self-Assessment (CSA)
Using Internal Control Processes Based on COSO
Using COBIT for IT Audits

Partnering with Management

Integrating Concepts of Corporate Governance into Practice
Increasing Staff Performance

Communicating More Effectively

Developing Staff Personally/Professionally
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Utilizing Performance Measurements

Human Resources

® Average years of audit
experience

® Auditor turnover
® Hours of training per auditor

Effectiveness

® Percentage recommendations
accepted

®* Amount of audit savings
® Number of audit improvements
Quality

®* Number of management
requests

® Costumer satisfaction
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Cost/Productivity

® Auditors per 1.000 employees

® Staff utilization — direct vs.
indirect time

® Cost savings as a percent of
department budget

Reporting
® Number of corrected reports

®* Elapsed time — field completion
to final report
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Self Assessment with independent validation

Same tools
Self Assessment Fieldwork

®* Planning and Preparation

® Interviews

® Program evaluation

® Report (including recommendations, action plan)

Independent Validation of the Self Assessment procedure
and results
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Self Assessment with independent validation - 2

Benefits

® Economics/Practicality

®* Expand External Assessments to More |IA Activities
Limitations

® Scope More Targeted/Limited Than Full External Assessment

® Focused on Basic Internal Auditing Expectations
e Fulfillment of 1A Mission
* Conformity to the Standards
®* Areas Where In-Depth Analyses May Be Curtailed or Excluded:
* Best Practices
* Governance
® Consulting Services
* Use of Advanced Technology
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Number of Quality Assessments (done by II1A)

Total population of 147 Quality Assessments (QA) and Self
Assessments with Independent Validation (SAIV) conducted
by IIA Global in 2006, 2007 and 2008

99 QAs and 48 SAIVs
60 projects from 2006, 72 from 2007, and 15 from 2008

November 2008 Seite 26



Top 10 Standards with lowest compliance level

A Description GC % PC % DNC% NA %
1311 Internal Assessments 52.38% 43.54% 4.08% 0.00%
1310 Quality Program Assessments 70.75% 27.21% 2.04% 0.00%
2340 Engagement Supervision 76.19% 23.13% 0.68% 0.00%
1300 Quality Assurance/lmprovement

Program 78.91% 20.41% 0.68% 0.00%
2030 Resource Management 78.91% 20.41% 0.00% 0.68%
2330 Recording Information 80.27% | 19.05% 0.68% 0.00%
2010 Planning 81.63% 17.69% 0.68% 0.00%
2420 Quality of Communications 82.99% 16.33% 0.68% 0.00%
1340 Disclosure of Noncompliance 83.67% 2.04% 0.00% 14.29%
2110 Risk Management 83.67% 16.33% 0.00% 0.00%
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Top 10 Standards with Highest Compliance Level

Description GC % PC % DNC% NA %
1320 Reporting on the Quality Program 93.88% 2.04% 0.00% 4.08%
2600 Management's Acceptance of Risks 94.56% 0.68% 0.00% 4.76%
2310 Identifying Information 95.24% 4.76% 0.00% 0.00%
2410 Criteria for Communicating 95.24% 4.76% 0.00% 0.00%
2400 Communicating Results 95.92% 3.40% 0.00% 0.68%
1200 Proficiency and Due Professional Care 96.60% 3.40% 0.00% 0.00%
1100 Independence and Objectivity 97.28% 2.72% 0.00% 0.00%
2440 Disseminating Results 97.28% 2.04% 0.00% 0.68%
1120 Individual Objectivity 97.96% 2.04% 0.00% 0.00%
1312 External Assessments 97.96% 1.36% 0.00% 0.68%
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QA Results - Standard 1000

Observation

The IA Activity charter is not updated on an annual basis. The IA activity
charter requires revision to consider The 1lIA’'s new definition of internal
auditing, to reflect the CAE’s responsibilities, and to obtain approval from
the Top Management/Audit Committee.

Recommendation
Update the IA activity audit charter on an annual basis to ensure it contains
all the responsibilities of the 1A Activity. Obtain the Top

Managements/Audit Committees approval of the revised charter.

November 2008 Seite 30



QA Results - Standard 1110

Observation

The organization chart shows that the CAE has a direct reporting
relationship to the Executive Vice President and Chief Operating Officer and
a dotted line relationship to the Audit Committee.

Recommendation

The Audit Committee should evaluate the CAE reporting relationship to
ensure the independence of the CAE is not impaired.
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QA Results - Standard 1210

Observation

There is a perception on the part of clients, based on the client survey
results and management interviews, that the IA Activity Staff does not
possess the desired level of business knowledge.

Recommendation

Increase auditor knowledge of business operations through staff rotation
programs and in house training on business operations.
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QA Results - Standard 1210

Observation

The internal audit activity should possess or obtain the knowledge, skills,
and other competencies needed to perform its responsibilities, including
knowledge of key information technology risks and controls.

Recommendation

Enhance information technology audit coverage by hiring information
technology audit specialists, providing additional specialized IA staff training
and/or engaging IT audit contractors with appropriate qualifications.
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QA Results - Standard 1300

Observation

The IA Activity uses the Standards to generally define the Profession’s
audit quality, but has not set up a formalized quality assurance and
Improvement program, as called for in Standard 1300.

Recommendation

Establish and document a Quality Assurance and Improvement Program
as set forth in the Standards and Practice Advisories.
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QA Results - Standard 1311

Observation

While several elements of the new Standards on quality assurance have
been implemented by the IA Activity, the internal ongoing assessments
could be strengthened by additional monitoring and benchmarking.

Recommendation

Implement an ongoing internal quality assessment process with the use of
performance metrics (e.g., cycle time, customer satisfaction, cost recovery,
balanced scorecard) which can be monitored on an ongoing basis.
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QA Results - Standard 2010

Observation

The IA Activity does not have a formal, documented risk assessment model for
audit planning.

Recommendation

Formalize the annual audit planning and risk assessment process to more closely
conform to IIA Standard 2010.
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QA Results - Standard 2030

Observation

The CAE should implement use of metrics to measure actual internal auditing
performance against budget.

Recommendation

Use metrics to compare the actual use of resources to the budget.
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QA Results - Standard 2330

Observation

A set of working paper standards needs to be developed and formally
defined in the IA activity policies and procedures. A review of working
papers indicated the quality varied between audit staff.

Recommendation

Develop and enforce working paper standards, including sample formats,
documentation requirements, indexing, and cross-referencing techniques
with sufficient flexibility to serve as guidance for all types of audits, reviews,
and evaluations.
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QA Results - Standard 2420

Observation

A review of work papers disclosed that the audit report for 80% were issued later
than scheduled.

Recommendation

Improve the timeliness of audit reports by reducing the current time gap between
the audit closing and the issuance of the report.
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QA Results - Leading Practice

Observation

A formal program of career development and use of rotational employees
has not been established and should be considered in the long-term.

Recommendation

Institute an employee rotation program that would provide opportunities for
operating managers to gain experience across the company and also
provide the IA Activity with a steady stream of fresh business knowledge
for the audit staff.
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Quality Status Survey 2008 (global)

Awareness : .
: QA&IP in Undertaking an
Data Source of Quality :
Standards Existence (1300) EQA (1312)
2008 Survey 92% 51% 32%
2007 Survey 92% 57% 34%
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| Key Initiatives of the [IA’s Committee on Quality

Guidelines for Small Internal Audit Activities (SIAA)
Maturity Model for QAIP Program — Path to Quality
New Practice Advisory on Peer Review

Vision for the Future Quality Assessment Practice Guidance
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Thank you for your attention

Questions??



