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AGENDA

The IT Governance Institute =~ ™ What makes IT Governance so

i 2
Established by ISACA in 1998 to InRgle
serve as “think tank” on IT ® What is IT Governance?
governance principles and concepts m COBIT— The IT Governance
To assist enterprise leaders in their framework

responsibility to make IT successful B COBIT and Other Frameworks

in supporting the enterprise’s ®m The COBIT Framework Evolution

mission and goals . .
To promote tﬂrough publications " How business drives IT
® Value Management

and forums, good practices for = Extended Practi
effective control and governance xtended Fractices
® Supporting Products

over IT based on original research _
® A Value Management Audit
Approach
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What makes IT

Governance so important?

Business and Operational Management want Value
Transparency and Risk Mitigation

2003 2005
Inadequate view on how well IT is performing 1 4 -More Problems
Operational failures of IT 2 3 (operatlonalf
secunty‘)
Amount of security problems and incidents 3 7 -Transparency still
High cost of IT with low return on investment 4 2 an issue but shift to
valu
IT staffing problems 5 1 . _ .
=Alignment slightly
Lack of knowledge of critical systems 6 - better
Disconnect between IT strategy and business strategy 7 6 =Compliance top of
I . agenda
Unmanaged dependencies on entities beyond own control 8 5 | ===
IT not meeting compliance requirements - 8

Surveys by PwC for the IT Governance Institute Sep-Oct2003 and Sep-Oct2005
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2004
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What makes IT

Governance so important?

Gartner: firms waste $351bn each
year on ill-conceived IT prOJects

‘debate about IT spending  tor. “They are being asked to they have a common licens-
ﬁ"L_ and return on investment cut costs to the business and ‘ ing agreement,” said Kyte.
THE average company (ROD. domore with less. IT managers and company

boards also need to be more
ruthless when taking dec
sions about when to pull e
plugonatroubled IT project,
Gartner added. In the long
this will save time,
ey and professional rep-
utations.

IT managers should bite
the bullet. “In most organisa-
tionsitis regarded s abadge
of shame to lnmlumapm-

icensing agreements with ject but we believe that
‘ mamesupplm The result  kiling projects b sign of

« that neere may fail tn cani. _matrity.” said K

wastes 20% of its IT budget ~ Although Gartner has  “Buta the same time they
on misguided and inefcient  adittd that the 20% figre  are eing askedto implement
spending, the analyst fim s an approximation it sud  changes to the IT sysiems,
Gartner has claimed. that many chief information _for example 2 new supply

| Failed O Challenged

1 Low return from high-cost IT investments, and
transparency of IT's performance are two of the
top issues

0% More than 30% claim negative return from IT
investments targeting efficiency gains
40% do not have good alignment between IT
plans and business strategy

Interest in and use of active management of the
return on IT investment has doubled in 2 years
(28 to 58%)

Gartner — more than 600
billion $ thrown away
annually on ill conceived or ill
executed IT projects

Standish Group — about 20%
of projects fail outright, 50%
are challenged and only 30%
are successful

ITGI 2005 Survey early
findings confirm concerns

€g26042006-4




What makes IT
Governance so important?

Financial Reliability
= Information Privacy

= Operational Risk
s Shareholder confidence
= Investor trust

e Transparent, accountable and effective governance

e Awareness of corporate officers of the risk to and
dependence on the information infrastructure

e More frequent, broader and deeper assurance
about risk, information integrity and internal control

€026042006-5

What makes IT
Governance so important?

In October 2005 Mc Kinsey and the London School of Economics measured
the increase in productivity from investments in IT versus investments in
management practices in 100 enterprises.

+
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and above
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- Intensity of IT deployment +
25th percentile 75th percentile
and above and above

Additional spending in Information Technology can raise productivity.....

‘I.P ..... but only in well managed companies!
[]
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IT Governance

AGENDA

B What makes IT Governance so
important?

B What is IT Governance?

COBIT— The IT Governance

framework

COBIT and Other Frameworks

B The COBIT Framework Evolution
B How business drives IT
® Value Management

m Extended Practices
B Supporting Products

® A Value Management Audit

:F Approach

The IT Governance Institute
Established by ISACA in 1998 to
serve as “think tank” on IT
governance principles and concepts O
To assist enterprise leaders in their
responsibility to make IT successful O
in supporting the enterprise’s
mission and goals
To promote through publications
and forums, good practices for
effective control and governance
over IT based on original research

Conclusions
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i What is IT Governance?

5

Performance

Provide Direction ‘
Set Objectives IT Activities
* IT is aligned with the ® Increase automation
business .
® IT enables the business (fTalt'e the business
& maximises benefits ~ ™=—]> Compare . eD ective) W
® |T resources are used er?t‘;rr‘;ﬁr‘;‘; Z(I)‘fsici(er?wg e the
o :‘eﬁfecl)gts;zl)rlisks are * Mgnage e (se(;urity,
managed appropriately reliability & compliance)
Measure ¢ I

Objective: ensure that IT enables, sustains and extends the organisation’s
strategies and objectives
Method: providing direction and exercising control

Content: Leadership, organisational structures and processes
Responsibility: board of directors and executive management

€026042006-8




i What is IT Governance?

Board Briefing on IT Governance, 2" Edition

@ |T Governance : Definitions, facts, approach
¢ Framework
¢ Definitions
¢ Five domains : Value and Risk focus
@ Toolkit
¢ Questions to ask
¢ IT Governance Practices
¢ Metrics to consider
@ Supporting material
¢ IT Strategy committee charter
¢ [T Governance implementation advice
¢ Roles and responsibilities of key players

g!:r/ A free download at www.itgi.org
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i What is being done about IT Governance?

B Not considering implementing M Considering implementing B Implementing now B Have implemented

Alignment between IT strategy and overall strategy

IT t, i le, t : \
resource mana%err}wiﬁgncri\;tlasamng people, systems + Cost H
IT value delivery aiming at better customer relationships + Resou rces
Costs =
+ Risk
IT value delivery aiming at a higher product or service .
leadershi i ti .
eadership or innovation . Val ue

IT risk management

- Performance

Actual performance measurement of IT

Active management of ROl of IT

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100

%

w ITGI Survey of 700 CEO/CIO’s worldwide by PwC — Oct 2005
[]
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i What is IT Governance?

DOMAINS

1. Strategic Alignment
aligning with the business and providing
collaborative solutions

2. Value Delivery
focus on IT expenses and proof of value

3. Resource Management
knowledge, infrastructure and partners

4. Risk Management
safeguarding assets and disaster

recovery

5. Performance Measurement

IT Scorecards

2005 Doing something about it -

Resource
Management

2003 - Not doing something about it

4F

GOVERNANCE
INSTITUTE
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IT Governance — The Five Domains

Resource
Management

GOVERNANCE
INSTITUTE

Strategic Alignment
* Linking business and IT plan
« Defining, maintaining & validating the IT value proposition

| * Aligning IT operations with the enterprise operations
"| « Provide collaborative solutions that

Adding value and competitive positioning to the enterprise’s
products and services

Containing costs while improving administrative efficiency
and managerial effectiveness

Best Practices

e Integrated approach to business/IT strategy

» Cascading strategy and objectives down into the organisation
« Co-responsibility of business and IT

*Business relationship managers

« Clearer objectives for IT investments

*|T Strategy & IT Steering Committees

€026042006-12




IT Governance — Strategic Alignment

Communication from IT to the Business

o,
38% 41%
14%0
7%
Never Sometimes Regularly Always
Fit Between IT Plan and Business Strategy
40%41%
B General Management
B IT Management
19%
Ge =\!t |e\l\_\t i Very poor Poor Average Good Very good
INSTITUTE €026042006-13

IT Governance — The Five Domains

Value Delivery

» Executing the value proposition throughout the delivery cycle

» Ensuring that IT delivers the promised benefits against the
strategy

» Concentrating on optimizing expenses & proving IT’s value

» Controlling projects and operational processes with practices
that increase the probability of success (quality, risk, time,
budget, cost, etc.).

Best Practices

« Clarify value, educate, involve stakeholders and manage
perceptions

» Formal tracking of business value of IT

« Enabling effective value measurement (ROI, TCO, NPV...)

« Disciplined approach to project management with a larger role
for the business

* Technology standardisation

Resource
Management

GOVERNANCI
INSTITUTE €g26042006-14




Risk and Value are very closely related

Sainsbury share price

SBRY : 2 Month, Dailw (775784 - 7-2<83) Close

MFI share price

MFI ¢ 2 Month, Dailw (7584 — T-2-85] Closes
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(el ZBA3 America Online, Inc.

Feb 184 Jun dul Aug Sep Ot

(el ZBET Ametica Online, Inc.

Suffered major embarrassment
financial loss when their failure

implement fully and on time their
major new logistic support system
became public knowledge became

and
to

Share price drops following
difficulties with the implementation
of their SAP based warehousing
and logistics system presenting
them with significant issues with
their order fulfilment.

GOVERNANCE
INSTITUTE

{ public knowledge
‘!;I/ ... both have recovered well since then

€026042006-15

IT Governance — The Five Domains

Performance Measurement

» Tracking project delivery and monitoring IT services

 Using balanced scorecards that translate strategy into
action to achieve goals measurable beyond conventional
accounting

» Measuring relationships and assets necessary to
compete: customer focus, process efficiency and the
ability to learn and grow

Resource
Management

Best Practices

= |IT Balance Scorecard as emerging reporting system

= A management reporting system that feeds back into the
strategy

= The most effective means to achieve IT and Business
alignment

= IT Scorecard approval by the key stakeholders for alignment

GOVERNANCE
INSTITUTE
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Measuring Progress

How far we've come...

1.S. Governance Assessment

Maturity Model Applied: CobiT 3 Management Guidelines

Non-

Existent Defined

Initial Repeatable Managed

Optimized

g8

Legend for symbols used

' Starting Point

Interim Target states

O i 's strategy for
the organization wants to be

Legend for rankings used

0 - Management processes are nof t
applied at all

1 - Processes are ad hoc & disorganized

2 - Processes follow a regular pattern

3 - Prof es are
coi

documented and

5 - Best practices are followed and
automated

GLI Governance Maturity

.
K
o
.

.
R
.
.
.
s

al

Y =

2000

2001 2002 2003 2004
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IT Governance

The IT Governance Institute

Established by ISACA in 1998 to
serve as “think tank” on IT
governance principles and concepts
To assist enterprise leaders in their
responsibility to make IT successful
in supporting the enterprise’s
mission and goals

To promote through publications
and forums, good practices for
effective control and governance
over IT based on original research

AGENDA

What makes IT Governance so
important?
What is IT Governance?

COBIT— The IT Governance
framework

COBIT and Other Frameworks

The COBIT Framework Evolution
® How business drives IT
® Value Management
® Extended Practices
B Supporting Products

A Value Management Audit
Approach

Conclusions
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Which IT Governance Practices are in use?

Adequate business continuity and security measures taken 90%
Setting up right organizational structures 85%
IT resource requirements based on business priorities
IT processes regularly audited for effectiveness and efficiency
Board review of IT budgets and plans
IT department management of the IT project portfolio
CEO informed on IT risks

IT scorecard for value creation

IT project portfolio managed by business department

T I T

0% 25% 50% 75% 100%

‘!P ITGI Survey of 700 CEO/CIO’s worldwide by PwC — Oct 2005

GOVERNANCE
INSTITUTI €0g26042006-19

Which IT Governance Practices are effective?

Better alignment of IT with
strategy

Better management of IT
resources

Better delivery of business
value through IT

Better management of IT
processes

Better measurement of IT
performance

Better management of risk

Outsourcing IT

‘!P ITGI Survey of 700 CEO/CIO’s worldwide by PwC — Oct 2005

GOVERNANCE
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Why does IT Governance need a
framework?

To deal with the complexities of not only ensuring that risks are mitigate “
but also ensuring that objectives are achieved

P cost, time and functionality are as expected and promised benefits are returned
P risks are mitigated and resources are responsible managed
4 opportunities for process, product and services are leveraged

The solution: a management control framework that

Supplies a common language for IT activities To avoid misunderstandings, to have
and key management practices efficient dialogues and to enable synergy
Provides a business focus and supports To enable alignment between business
governance expectations and IT and engage the executives
Organises IT tasks and activities into discrete To define scope, responsibilities and
processes extent of coverage
Is consistent with generally accepted IT good To be generally acceptable and to have a
&practices and corporate governance standards provably complete basis to select from
[]
UOVERNANCI
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IT Governance framework candidates

>
/4 ITIL for service delivery >
4 CMM for software development i
#  Prince2 for project management >
4 .. <
Strategic

Process Control

Process Execution

Work Instruction

o

GOVERNANCI
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CcoBIT
Framework

ME1 Monitor & evaluate IT performance
ME2 Monitor & evaluate internal control
ME3 Ensure regulatory compliance

ME4 Provide IT governance

| Business Gools |

PO1 Define a strategic IT plan

PO2 Define the information architecture

PO3 Determine the technological direction

PO4 Define the IT processes, organisation and
relationships

PO5 Manage the IT investment

PO6 Communicate management aims & direction

PO7 Manage IT human resources

PO8 Manage quality

PO9 Assess and manage risks

PO10 Manage projects

Information Criteria
o Effectiveness

o Efficiency

o Confidentiality

o Integrity

o Availability
e Compliance
o Reliability

IT RESOURCES
e Applications

o [nformation

o Infrastructure
e People

PLAN AND
ORGANISE

MONITOR AND
EVALUATE

DS1 Define service levels
DS2 Manage third-party services

DS3 Manage performance and capacity
DS4 Ensure continuous service

DS5 Ensure systems security

DS6 Identify and attribute costs

DS7 Educate and train users

DS8 Manage service desk and incidents
DS9 Manage the configuration

DS10 Manage problems

DS11 Manage data

DS12 Manage the physical environment
DS13 Manage operations

ccccccccc

ACQUIRE AND
IMPLEMENT

DELIVER AND
SUPPORT

All Identify automated solutions

Al2 Acquire and maintain application software
AI3 Acquire & maintain technology infrastructure
Al4 Enable operation and use

Al5 Procure IT resources

Al6 Manage changes

Al7 Install and accredit solutions and changes

The Emerging IT Governance Framework

i CoBIT -

Each of the 34 IT processes, while referring to the major
business requirement supported and the important
resources leveraged, is provided with:

performance

effectively

= Control Objectives describing the characteristics of a well
governed process

= Control Practices providing more details on how to implement
= Performance Metrics to track process goals and actual

= Critical Success Factors for managing processes efficiently and

= Maturity Models to support continuous improvement planning

Free download from www.isaca.org

€026042006-24




IT Governance

The IT Governance Institute

Established by ISACA in 1998 to
serve as “think tank” on IT
governance principles and concepts
To assist enterprise leaders in their
responsibility to make IT successful
in supporting the enterprise’s
mission and goals

To promote through publications
and forums, good practices for
effective control and governance
over IT based on original research

AGENDA

What makes IT Governance so
important?
What is IT Governance?

COBIT — The IT Governance
framework

COBIT and Other Frameworks

The COBIT Framework Evolution
B How business drives IT
® Value Management
® Extended Practices
B Supporting Products

A Value Management Audit
Approach

Conclusions
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Business Governance

Resource Utilisation

CobiT and COSO

ENTEPRISE GOVERNANCE

i.e. Performance

Value Creation
Assurance

H ) Direction =
= Requirements (IT strategy & policy}
M

o V.o

Control
Objectives

l IT

Information the
business needs to

N

Information (IT
control, risk &

Corporate Governance
i.e. Conformance

Accountability

source: IFAC

L/ /Governance

source: ITGI

Business
0OSO02D

IT

Conformance Performance

€026042006-26




CobIT and COSO

Sarbanes-Oxley Compliance
initiatives have shown that
COSO and CobiT are
complimentary.

“CoxtrOL
FOR SARBANE

TuE 1MpoRTANCE OF IT
INTHE DESIGN, IMPLEMENTATION
AND SUSTAINARILITY OF INTERNAL
CONTROL OVER INSCLOSURE AND
FINANCIAL REPORTING

dF e—

GOVERNANCE
INSTITUTI

Plann and Organize
Define a strategic IT plan.
Define the information architecture.
Determine technological direction.
Define the IT organization and relationships.
Manage the IT investment.
Communicate management aims and direction.
Manage human resources.
Ensure liance with external
Assess risks.
Manage projects.
Manage quality.

Acquire and Implement
Identify automated solutions.
Acquire and maintain application software.
Acquire and maintain technology infrastructure.
Develop and maintain procedures.
Install and accredit systems.
Manage changes.
Define and manage service levels.
Manage third-party services.
Manage performance and capacity.
Ensure continuous service.
Ensure systems security.
Identify and allocate costs.
Educate and train users.
Assist and advise customers.
Manage the configuration.
Manage problems and incidents.
Manage data.
Manage facilities.
Manage operations.
Monitor the processes.
Assess internal control adequacy.
Obtain independent assurance.
Provide for independent audit.

CobIT and 1SO17799

Physical and
Environmental

! Security Personnel
Organisation Asset Security
Security Classification
ol and Control
IB I/ |

stefin

I ] Compliance
Access and BUSINESS
Control Continuity
Maintenancg Flanning

Comm / Ops
Management

0,

- Plugging BS7799 into

a5 CobiT Processes

20%

15%

10%

5%

0%‘_‘ - - N o oS
d B 5 8255028003333 228288288888uuBgs=22z
UOVERNANCE

INSTITUTE
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CobIT and ITIL

T
. o
L [
Gartner Advisory 8 ™ [
G ITIL CMM 1
1
Tactical Guidelines, TG-16-1849 Rasaarch Motz g = N :
5. Mingay, 5. Bittingar 10 Juna 2002 & | A e e e e e
& [ 1Six Sigma
= 1
1 150 9000
1
Combine CobiT and ITIL for Powerful IT Governance | Ly 12
1
. . 1 Scorecards,
Strong framework tools are essential for ensuring IT N MODERATE HIBH
resources are aligned with an enterprise's business : Level of Abstraction
objectives, and that services and information meet quality,
fiduciary and security needs.
Bottom Line: CobiT and ITIL are not mutually exclusive and can CobiT and other standards
b= combined to provide a powerful IT govemance, control and } Integrator of technical standards

best-practice framework in T service management. Entemprises .
that want to put their ITIL program into the context of a wider >Interface to business standards

confral and governance framework should use CobiT. » Generally accepted “de facto” standard

€026042006-29

Cl
5 TCO
g
&

IT Relevance

CobIT and ITIL

IS0 9000
Malcolm Baldrige
award

ormation and echnolon; Scorecards|
MODERATE HIBH
Level of Abstraction

Plan and Organise

1 2K 6 7 8 9 10

- >
[«F] (+]
— =t
= ~ E,

=

E « @ o Iéegend: ts of the CoBIT
© | COBIT 4.0 processes addressed by = 3 SR RSO R s B KR
© IT Infrastructure Library 3 . ...frequently addressed
S ™ a5
= @ ...not or rarely addressed
5 &3 y
ol :

1/2.3 4 56F88 91011 [LAE

Deliver and Support
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CobiT, ITIL and 1SO17799

IT Relevance

COBIT Domain: Acquisiion & Implementation

AIG: Manage Changes

Managing dhanges

with the business goal of rminirnizing the likelihood of disruption, unauthorized alterations and erroes...
Iz enabled by a managerment systemn whidh provides for the analysis, implementation and follow-up of all
changes requested and made to the existing IT infrastruchure

COBIT Contral Ref,

Keywords

ITIL mapping

TCO

SPECIFIC.

mL CMM
. CobiT
g
& Six Sigma
Teo: IS0 9000
E mL: Malcolm Baldrige
CMM:
S Cobil: &
Scorecards
LOW. MODERATE HicH

Level of Abstraction

ITIL rnapping

Change Request
initiation and Cortrol

RFC; formal Change
Managernert; Change
categories; priorites;
statuz; urgency

Bazic concepts of Change
Managerment (S5 5,3)
Ackivities (55 8.5

5.51 <Change control
procedures

Irnpact analysis

Soope of Change

Irmpact assessrment [zystern & Managarnert (S5 2.2) procedures
fundionality); Change Imnpack 2 Resouroe
assessrnent Assessrnert (S5 8.5.6])

2,51 <Change control

Control of Changes

Change ranagernert,
Software Cortrol &

imbegrated; Changes
recorded & tradeed

Dristribution, padiages
Corfiguration 2,51 <Change control
Managerent procedures

5.3.3 Restrictonz on
changes to software

* Management
Awareness

® Joint publication
ITGI and OGC

* Maps CobiT to ITIL
and 1SO17799

Ermnergency Changes Managernent Soope of Change 5.51 <Change control
assessrernt Managerment (S5 5, 2) procedures 5
f:;;gggﬁvisow Board ® Follows the CobiT
Croournertation and Change Change Managerrent (55 2,51 <Change control
Procedures irnplennertstion; 2.2) procedures process StrUCture
docurnertstion updates | Socope of Change
Managernent (55 8. 2)
Authorized Systern access rghts; 5.51 <Change control - F ree d OWn I Oad
Maintenance risk avoidance procedures . .
. www.Itgi.org
Software Release Feleaze approval; sign- | Soope of Release 2,51 <Change control
Palicy off; regression testing; | Management (S5 2.2 procedures
handover
Dristribition of Intetmal contrals; 2,51 Change contral
Software imbegrity; audit trails procedures
[]
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Plan & Organise

Acquire & Implement

Define Define Determine Identify ACIUIC Install & AEIEE Derdoni
Strategic Information [liTechnologica A Mal_nta!n A — Manage Maintain Maintain
IT Plan Architecture Direction Solutions Application Systems Change Technology IT

Define IT

Organization Manage IT .
9 9 Aims &
& Investment B
. o Direction
Relationship:

ommunicate|

Software

Infrastructure Procedures

Ensure
Manage

MUTE Compliance Assess

R — \With External Risks
Standards

Manage Manage

Projects Quality

Assess

plus PRINCE2 Project Management
plus ISO 9001 Quality Management

plus

SixSigma

Monitor .
Internal
The DI & Manage Manage Ensure
Control Manage ; ;
Process - Third-Party Performancef | Continuous
Adequacy Service " p :
Lol Services & Capacity Service

Obtain Provide Educate A/i(sj:ztsg‘ Manage
Independent Independent & T Problems &
Assurance Audit Train Users Incidents

Customers

Ensure Identify NERERD
System & Allocate o erat?o -
Security Costs p

Manage
Facilities
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IT Governance

AGENDA

The IT Governance Institute B What makes IT Governance so

i ?
Established by ISACA in 1998 to important:
serve as “think tank” on IT B What is IT Governance?
governance principles and concepts m COBIT — The IT Governance
To assist enterprise leaders in their framework

responsibility to make IT successful B COBIT and Other Frameworks

in supporting the enterprise’s B The COBIT Framework Evolution

mission and goals 2 .
. ® How business drives IT
To promote through publications
® Value Management

and forums, good practices for mE ded P :
effective control and governance xten ©f ractices
B Supporting Products

over IT based on original research
® A Value Management Audit
Approach

4!:!-/ m Conclusions
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How Do Governance and the Business Drive IT?

| [] [] []

- Where to start?

- Results all over the place
- Repetition and Duplication
- Hard to do

2N 2R 2NN .
I & & 3 3

STRATEGIC ALIGNMENT RESERCH
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How Do Governance and the Business Drive IT?

Governance Drivers
Business Outcomes

IT Goals

& &

IT Processes
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How Do Governance and the Business Drive IT?

Governance Drivers

Business Outcomes

‘Functionality ‘Agility ‘Return ‘Compliance ‘Comfort

Value Risk

¢ ¢ ¢ ¢ Y

Benefits

¢ ¢ ¢ ¢ ¢

IT Goals

STRATEGIC ALIGNMENT RESERCH

¢ ¢ ¢ ¢ ¢

IT Processes

4P
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How do governance and
the business drive IT?

(3 BUSINESS GOALS jaf—

Expand market share
. . Increase revenue
Financial -
. Return on investment
perspective
Optimise asset utilisation
Manage business risks
Improve customer orientation and service
Offer competiteve products and services
Customer - —
. Service Availability
perspective
Agility in responding to changing business requirements (time to market)
Cost optimisation of service delivery
Automate and integrate the enterprise value chain
Improve and maintain business process functionality
Lower process costs
Internal - - -
. Compliance with external laws and regulations
perspective
Transparency
Compliance with internal policies
Improve and maintain operational and staff productivity
Learning and Product/business innovation
growth Obtain reliable and useful information for strategic decision making
perspective  |acquire and maintain skilled and motivated personnel 026042006-37
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do governance and the business drive IT?

Respond to business requirements in alignment with the business strategy

Respond to governance requirements in line with board direction

Ensure satisfaction of end-users with service offerings and service levels

Optimise use of information

IT Agility

Define how business functional and control requirements are translated in effective and efficient automated solutions

Acquire and maintain integrated and standardised application systems

Acquire and maintain an integrated and standardised IT infrastructure

Ol |N[o|O|[~[W[IN|P

Acquire and maintain IT skills that respond to the IT strategy

i
]

Ensure mutual satisfaction of third-party relationships

[y
[

Seamlessly integrate applications and technology solutions into business processes

i
N

Transparency and understanding of IT cost, benefits, strategy, policies and service levels

i
w

Ensure proper use and performance of the applications and technology solutions

[y
N

Account for and protect all IT assets

i
[$)]

Optimise the IT infrastructure, resources and capabilities

i
o

Reduce solution and service delivery defects and rework

[y
~

Protect the achievement of IT objectives

i
o]

Establish clarity of business impact of risks to IT objectives and resources

[N
©

Ensure critical and confidential information is withheld from those who should not have access to it

N
o

Ensure automated business transactions and information exchanges can be trusted

N
[y

Ensure IT services and the IT infrastructure can properly resist and recover from failures due to error, deliberate attack or disaster

N
N

Ensure minimum business impact in the event of an IT service disruption or change

N
w

Make sure that IT services are available as required

24

Improve IT's cost efficiency and its contribution to business profitability

25

Deliver projects on time and on budget meeting quality standards

26

Maintain the integrity of information and processing infrastructure

27

Ensure IT compliance with laws and regulations

28

IT demonstrates cost-efficient service quality, continuous improvement and readiness for future change




Linking Business and IT Goals

Information Criteria

&
£/ /8 fe /E &g
BUSINESS GOALS IT Goals eSS IS S E
& Qé;\"‘ & \,5,@ F ng
£ o TG
1|Expand market share 25 | 28 vV
; 2|Increase revenue 25 | 28 vV
Financia
B 3|Return on investrment 24 v
perspective
4|Optimise asset utilisation 14 v |V
5|Manage business risks 2 |14 |17 |18 |19 | 20 | 21 | 22 v v v
§|Improve customer orientation and service 3 23 v
7|offer competiteve products and services 5 | 24 V| v
Custamer
ki g|Service Availability 10 | 16 | 22 | 23 v
perspective AQIEy 10 responding £o changing BUSINESS requiremments (ome to 5 | 25 v v
9 marketl
10|Cost optimisation of service delivery 7 ] 10 | 24 v
11|&utomate and integrate the enterprise value chain 6 7 a 11 V| v
12|Improve and maintain business process functionality 6 7 11 v
13|Lower process costs 7 8 | 13| 15 | 24 v
Internal v v
N 14|Compliance with external laws and regulations 2 19 | 20| 21 | 22| 26 | 27
perspective
15|Transparency 2 | 18 v
16|Compliance with internal policies 2 13 v v
17|Improve and rmaintain operational and staff productivity 7 8 11| 13 v | v
Learning and 18 Product/business innovation 5 25 | 28 v
growth 19|0btain reliable and useful information for strateqgic decision making 2 12 | 20 | 26 v
perspective 20|&cquire and maintain skilled and motivated personnel 9 v |V
[
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Information Crite
o) )
9 S SF & /8
FIE eI FIESF
IT GOALS Processes B8 ESE
& S & LA pr.
I . £ o < /G
: 1 |Respond to business requirements in alignment with the business strategy |[PO1 |POZ |PO4 (PO10|AI1  |Al6  |AI7  |DS1 |DS3 |ME1 v v v
x 2 |Respond to governance requirements in line with board direction POl |[PO4 |PO1O[MEL [MEZ v v | v v
— 3 |Ensure satisfaction of end-users with service offerings and service levels POg |al4 |DS1 |DS2 |DS7 |DSE |DS10|DS13 v
3 4 |Optirise use of information PoO2 |Ds11 v v
(Q 5 |17 2gilicy POz (PO4 |PO7 813 v
& |Define how business functional and control requirements are translated in |0 a0 |age v | v
— effective and efficient automated saolutions
_I 7 |Acquire and maintain integrated and standardised application systems PO3 |al2  |als Al2  |Als v v v
8 |~Acquire and maintain an integrated and standardised IT infrastructure al2 |AlS v v v
G) 9 |Acquire and maintain IT skills that respond to the IT strategy PO7 [AIS v | v
O 10|Ensure mutual satisfaction of third-party relationships Ds2 v v
m 11 Seamlessly integrate applications and technology solutions into business POz |az4 |arz v v v
processes
—
12 Tran_suarancy and understanding of IT cost, benefits, strategy, policies and ros |pos |psi |pse |ose (meEi |MES v v v v
' ’ ’ service levels
13 Ensure proper use and performance of the applications and technology Po6 |at4 |a17 D37 |Doa v v v v
ﬁ solutions
O 14|Aceount for and protect all IT assets PO9 |DS5 |D59 D512 (ME2 v v
15| 0Optimise the IT infrastructure, resources and capahilities PO3 |aI3 |DS3 |DST [DS9 v
— 16 |reduce solution and service delivery defects and rewark pog [a14 |als [aI7 |DSi0 v | v o v
—I 17|Protect the achievement of IT objectives PO9 |DS10 |MEZ v v (v v ¥ |v ¥
U 18 |Establish clarity of business impact of risks to IT objectives and resources  |POD v v | v | ¥
1g|Ensure eritical and canfidential information is withheld from those who pos |oss |psi1|psiz v v
ﬂ should not have access to it
20 Ensure automated business transactions and information exchanges can poe |arz |pss v
he trusted
O 21 Ensure IT services and the IT infrastructure can properly resist and recaver poe |os4 |pss |psi2|psiz|mes v v
from failures due to error, deliberate attack or disaster
m 22 Ensure minimum business impact in the event of an IT service disruption or poe |ae |ps4 |psio v v
change
m 23|Make sure that IT services are available as required Ds3 |Ds4 |DSE |DS13|DS13 v v
m 24|Improve IT's cost efficiency and its contribution to business profitability POS |als  |DSE v
CD 25|Deliver projects on time and on budget meeting quality standards POS |POL10 v v
m 26 |Maintain the integrity of information and processing infrastructure AlE [DSS v
27 |Ensure IT compliance with laws and regulations DS11|MEZ |ME3 |ME4 v
28 T dgmnmstrates cost-efficient service quality, continuous improvement and pos |ose |mEl |MEz V]
readiness for future change




Goals and Metrics

Business Goal

Maintain enterprise
reputation and
leadership

1

Number of
incidents causing
public
embarrassment

Outcome Metric

Business Goal

Maintain enterprise
reputation and
leadership

IT Goal

Ensure IT Services
can resist and
recover from
attacks

1

Number of actual
IT incidents with
business impact

Outcome Metric

IT Goal

Ensure IT Services
can resist and
recover from

Number of actual
IT incidents with

business impact

Performance Metric

Process Goal

Detect and resolve
unauthorised
access

1

Number of actual
incidents because
of unauthorised
access

Outcome Metric

Process Goal

Detect and resolve
unauthorised
access

Number of actual
incidents because
of unauthorised

Activity Goal

Understand
security
requirements,
vulnerabilities and
threats

Frequency of
review of the type
of security events

to be monitored

Outcome Metric

Frequency of
review of the type
of security events

access to be monitored

Performance Metric
€026042006-41

Performance Metric

IT Governance

The IT Governance Institute

Established by ISACA in 1998 to
serve as “think tank” on IT
governance principles and concepts
To assist enterprise leaders in their
responsibility to make IT successful
in supporting the enterprise’s
mission and goals

To promote through publications
and forums, good practices for
effective control and governance
over IT based on original research

AGENDA

What makes IT Governance so
important?
What is IT Governance?

COBIT — The IT Governance
framework

COBIT and Other Frameworks

The COBIT Framework Evolution
B How business drives IT
® Value Management
® Extended Practices
B Supporting Products

A Value Management Audit
Approach

Conclusions
€026042006-42




Without Effective Value Governance...

Leads to.. I Results in.. I

€

Quality of
Projects are “sold” on suf
emotional basis—not

Situation

Over budget

Reluctance to say no
to projects

Lack of strategic focus Projects late

Business needs
not met

Cannot

Benefits not

received
Underest
No strong review process risks al
Lack of
confidence (in
Overemphasis on | IT
financial ROI Prmc:gtztr: )
No clear strategic
criteria for
GOVERNANCH selection
ST Source: Fujitsu £0g26042006-43

COb|T - Research ® Comparison of cost vs. duration

® Correlation of delivery vs. capability
Key is the delivery of IT Value

cost
1200
COBIT Financials -- VALIT 1000 ®© /
/
= Research, develop and promote a free 800 y
internationally accepted set of good 600 9

practices for optimising the value of IT 400
enabled change through sound investment

/Z
e
.. 200
decisions, value transparency, cost _/‘)/

optimisation and risk management, based 1 2 3 45 6 7 8 9 101

on CobiT, supported with empirical data

time

On time delivery %

e Principles 10
« Definitions 807
e Management Processes 607
»IT Value Governance 40
»Portfolio Management 20<
» Investment Management o ‘ ‘ :
‘ . . 0 1 2 3 4 5
= Control ObjeCtIVES <> COBIT Capability Maturity Level

Oy

INSTITUT €026042006-44




i IT The 4 “Ares”

Are we Are we
doing getting
the right the
things? benefits?
Some about the
fundamental value delivered
guestions by IT

Are we

doing them
the right
way?

[T €0g26042006-45

i IT Principles

IT-enabled investments will be managed as a portfolio of
investments.

o IT-enabled investments will include the full scope of activities
that are required to achieve business value.

o IT-enabled investments will be managed through their full
economic life cycle.

o Value delivery practices will recognize that there are different
categories of investments that will be evaluated and managed
differently.

o Value delivery practices will define and monitor key metrics
and will respond quickly to any changes or deviations.

o Value delivery practices will engage all stakeholders and
assign appropriate accountability for the delivery of capabilities
and the realization of business benefits.

o Value delivery practices will be continually monitored, evaluated
‘ and improved.

INSTITUTE | €g26042006-46




i ZA1' 1 Project

Val IT is based on COBIT and deals with:
€ Investment in IT-enabled business initiatives

¢ Taking a portfolio view of projects and programs
¢ Making and tracking business cases

Why the business case?

( Understanding of what you plan to
achieve; how you are going to manage it
and who is accountable

( Basis for comparison and choice

{ Recording all that needs to be tracked
(cost, risks, benefits, etc.)

Why Portfolio Management ?

Business
Outcomes

v

T

.| Business
Capability

T

Operational
Capability

v

RESOURCES

T

Technical
Capability

v

( Portfolios and scorecards are the ‘engine’ of IT Governance, they
provide a global view of programmes and resources

>

Developing the business case

Solution delivery and monitori

<

€0g26042006-47

IT Framework

3 Processes and 40 Key Management Practices

Vi1
VG2
Vi3
Va4
VG5
ViGE
VG7

Ensure informed and committed leadership.
Define and implement processes.

Define roles and responsibilities.

Ensure appropriate and accepted accountability.
Define information requirements.

Establish reporting requirements,

Establish organisational structures.

WGE  Establish strategic direction. Value
WGEI  Define investment cateq ories. Govenance
WGE10 Determine atarget portfolio mix, ve)
WG11 Define evaluation criteria by category.

Portfolio
Investment Management
Management (PN

~__

IM1 Develop a high-level definition of investment oppartunity.
IM2  Develop an initial programme concept business case.
IM3  Develop a clear understanding of candidate programmes.
IM4  Parform alternatives analysis.

IM5  Develop a programme plan.

IME  Develop a benefits realisation plan.

IM7  Identify full life cycle costs and benefits.

IM&  Develop a detailed programme business case.

IM&  Assign clear accountability and ownership.

IMAD Initiate, plan and launch the programme.

IM11 Manage the programme.

IM12 Manage‘track benefits.

IM13 Update the business case.

IM14 Monitor and report on programme performance.

IM15 Retire the programme.

P
PM2
PM3
PM4
PM3
PME
PM7

Maintain a human resource inventory.
Identify resource requiremeants.
Perform a gap analysis.

Develop a resourcing plan.

Establish an investment threshold.
Evaluate the initial programme
concept business case.

Evaluate and assign a relative score to
the programme business case.

Create an overall portfolio view.

FM3
PMY

FM10 Make and communicate the investment decision.

FM11 Stage-gate (and fund) selected programmes.
FM12 Optimise portfolio perfomance.
FMA13 Re-prioritise the portfolio.

FM14 Monitor and repart on portfolio performance.

Monitor resource requirements and utilisation.

A free download at www.itgi.org

€026042006-48




i IT Framework

Process: Value Governance (VG)

Process GomiT RACI Chart
Description Key Management Practices Cross-references | Exec | Bus [ |
Establish governance, VVG1 Ensure informed and committed leadership. Primary: AR C C
monitoring and The reporting line of the C10 should be commensurate with PO1.2, PO1.4,
control framework. the importance of IT within the enterprise. All executives P04.4, ME4.1,
should have a sound understanding of strategic IT issues, ME4.2
Establish strategic such as dependence on IT, and technology insights and
direction. capabilities, so there is a common and agreed understanding
between the business and the IT function regarding the
Establish portfolio potential impact of IT on the business strategy. The business
characteristics. and IT strategy should be integrated, clearly linking enterprise
goals and IT goals, and should be broadly communicated.
VG2 Define and implement processes. Primary: A R G
Define, implement and consistently follow processes that P0O4.1, ME1.1,
provide for clear and active linkage amongst the enterprise ME1.3, ME4.1
strategy, the portfolio of IT-enabled investment programmes
that execute the strategy, the individual investment Secondary:

programmes, and the business and IT projects that make up P05.2, PO5.3
the pregrammes. The processes should include planning and P05.4, PO5.5,
budgeting, prioritisation of planned and current work within P0O10.2

the overall budget, resource allocation consistent with the
priorities, stage-gating of investment programmes,
monitoring and communicating performance, taking
appropriate remedial action, and benefits management so
there is an optimal return on the portfolio and on all IT
assets and services.

\/G3 Define roles and responsibilities. Primary: A R c
Define and communicate roles and responsibilities for all P0O4.8, PO4.15

personnel in the enterprise in relation to the portfolio of

IT-enabled business investment programmes, individual Secondary:

investment programmes, and other IT assets and services to P04.8, PO4.9,

allow sufficient authority to exercise the roles and PO10.1,

responsibilities assigned. These roles should include, but P0O10.2

not necessarily be limited to, an investment decision body,
programme sponsarship, programme management, project
management and associated support roles. Provide the

business with procedures, techniques and tools enabling it
to address its responsibilities. Establish and maintain an
optimal co-ordination, communicatien and liaison structure

between the IT function and other stakeholders inside and
outside the enterprise.

€026042006-49

IT Deliverables

Empirical Analysis — Cause/Effect

= End Results
= The on-time delivery of projects
= Completeness of functionality delivery
= The on-budget delivery of projects Effe Ct
« Customer satisfaction
= Benefits for end user
= Risk-adjusted return (final project output).
» Risk-adjusted return for a portfolio
= Drivers
= CobiT and VallT maturity level
= Project size and funding model
= Portfolio size and mix CaUSG
= Business unit size, staff and cost profile
= Governance practices
« Organisational structures
= Transparency level

€026042006-50




i BZZ1' 1 Deliverables

Empirical Analysis — Pilot results
Major IT Value Drivers

= Intelligent application of processes as defined in CobiT and VallT

= Process maturity
= IT Intensity and project size but only in combination with the above

= Outsourcing cost

Key Findings

= CMM improvement

= Greater control over smaller projects through PMOs

= Do more risky projects but with tight risk mitigation strategies

= Full financial and risk transparency
m  Factoring budget overruns and late delivery into return expectations

€0g26042006-51

Big and risky projects do well
Medium sized and informational don’t

n=55
r2=0.50

€ millions 20

up to a certain size tend
to overrun more.
Realized percentage of budget
. - o 300! &
are likely to be subject to 2 compared tolbldgetsize
greater management N 200% **
. ®© <
attention and tend to stay o 3 .
within budget. 8 100% L SR o e e
=)
5 G"u T T — 1
S0 e, 0., 100 € millions 150
B 300% .
g
T 200%] . .
° s 3 o. .
=] <
E 100% T . . 4 ® ES
1] ° & . L . ®
0% ; . .
dP 0 : 10 15
.- 1
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Big and risky projects do well
Medium sized and informational don’t

Correlation
coefficient
High-risk IT-projects are attractive because:
= Internal Rate of Return is high +0.28
= Business demand is high +0.29
= Innovativeness of the solution is high +0.53
= Strategic impact is high +0.48
The risk of failure or budget overrun is lowered by:
= Fit with strategy -0.10
= Synergy with existing infrastructure -0.32
= Commitment of top management -0.22

NSTITUT €0g26042006-53
]
i We don’t learn from our past
20 SPid
g 7 v
‘ g Theorencalcurvf,” @ =
g 10 ’,a”’
3 .-
I Expected Benefits e ="
£ 5 - Empirical curve
€114 m -€ 100 _ g -7 . .
Budgeted ROI:# ~w00%= + 1490 :%07 _______ oﬁ—-@qj—fgc_g ° _53.15’6%382 ______
a u' o
EXpeCted BUdget s Solution Delivery Performance

15 2 25 3 35 4 45

Approximately two years
delay, so benefits discounted
at 12% After - Tax Rate

Functionality achieved
-16%

€211m

v

2 <
(%)
Actual ROl= € 114mxB849%x\ 112/ -€ 100mx124% 0, 38% —+ 14%

€ 100 mx 124 %

‘I_P Budget Overrun |
[]

+24%
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!L Jall gl

Why is it not being done?

( We are good at apportioning blame after the fact for the bad
things that we did not plan to happen.

( We are bad at assigning accountability beforehand for the good
things we do plan to happen.

What do CIOs say?

[T1 €0g26042006-55

Interviews

i IT Principles Results

IT-enabled investments will be managed as a portfolio of 00
investments.
o IT-enabled investments will include the full scope of activities ‘ .

that are required to achieve business value.

o IT-enabled investments will be managed through their full ‘
economic life cycle.

o Value delivery practices will recognize that there are different
categories of investments that will be evaluated and managed @
differently.

o Value delivery practices will define and monitor key metrics ‘
and will respond quickly to any changes or deviations.

o Value delivery practices will engage all stakeholders and
assign appropriate accountability for the delivery of capabilities . ‘
and the realization of business benefits.

o Value delivery practices will be continually monitored, evaluated o0
< and improved.
INSTITUTE £926042006-56




IT Governance

AGENDA

The IT Governance Institute B What makes IT Governance so

i ?
Established by ISACA in 1998 to important:
serve as “think tank” on IT B What is IT Governance?
governance principles and concepts m COBIT — The IT Governance
To assist enterprise leaders in their framework

responsibility to make IT successful B COBIT and Other Frameworks

in supporting the enterprise’s B The COBIT Framework Evolution

mission and goals . .
. ® How business drives IT
To promote through publications
® Value Management

and forums, good practices for . E odr :
effective control and governance xten = factice s
B Supporting Products

over IT based on original research
® A Value Management Audit
Approach

‘!:P ® Conclusions
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Goals and Metrics = e

Business Goal IT Goal Process Goal Activity Goal
Ensure IT Services Understand
Maintain enterprise T e T Detect and resolve security
reputation and q q unauthorised q requirements,
A recover from e
leadership access vulnerabilities and
attacks
1 1 1 threats
Number of Number of actual Frequency of
. . Number of actual Lo .
incidents causing L ) incidents because review of the type
. IT incidents with . .
public T S of unauthorised of security events
embarrassment p access to be monitored
Outcome Metric Outcome Metric Outcome Metric Outcome Metric
Business Goal IT Goal Process Goal
Maintain enterprise SIS IT.SGN'CES Detect and resolve
X can resist and ]
reputation and unauthorised
leadership (EERED e access
e \
NUTTSES 6F EeiuE _Nu'mber of actual F_requency of
IT incidents with incidents because review o_f the type
e . ] of unauthorised of security events
business impact ;
‘I_P access to be monitored
- . . .
GOVERNAN( Performance Metric Performance Metric Performance Metric
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Process Relationships and RACI Charts

Process inputs and deliverables describe the
activity flow and process relationships

Inputs Outputs
Mission and Goals Strategic Plan
Understanding_(_)f the busines_s Tactical Plan
context, capability and capacity I[II:> P O 1 I[":>
Business Strategy Project Portfolio
Risk Appetite Service Portfolio

Major activities and associated responsibilities -
are added with a RACI Chart. s
S

RACI Chart

Cq Rs

Key Activities
1 Link business goals to IT goals
2 Identify critical dependencies and current performance
P O 1 3 Build IT strategic plan
4 Build IT tactical plans

5 Analyze and manage project and service portfolios

Pyl CIO

>
S
Pyl

olo»|o]o|Cs
—|-lolo]-|C~o

> >0
-|=|0l0
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i COBIT - The Emerging IT Governance Framework

CobiT4.0 is providing a better interface to the business and IT Governance
layer of the enterprise but also to the operational layer with a better
interface to operational standards and practices

Full IT governance framework and IT governance best practices to
foster compliance and increase the value of IT

Stronger business focus and more specificity on process ownership
and responsibilities, enabling strategic alignment and making
implementation easier

Easier to design IT scorecards with goals and metrics material with
greater focus on process performance via the key activitites

Better understanding of scope and purpose of IT processes with
process definitions, relationships, activities and responsibilities

Key elements remain Control Objectives, Control Practives and
Maturity Models
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i COBITA4.0

IT Governance

» Portfolio Management
e IT Steering Committees

o

4.0

* Process relationships
e Key activities and RACI charts

e Investment Decision Making
* Business cases
* Risk Tolerance

* Goals and metrics towards a

Balanced Scorecard

I m p I eme ntati on e Detailed Control Practices

€026042006-61

IT Governance

The IT Governance Institute

Established by ISACA in 1998 to
serve as “think tank” on IT
governance principles and concepts
To assist enterprise leaders in their
responsibility to make IT successful
in supporting the enterprise’s
mission and goals

To promote through publications
and forums, good practices for
effective control and governance
over IT based on original research

AGENDA

What makes IT Governance so
important?
What is IT Governance?

COBIT — The IT Governance
framework

COBIT and Other Frameworks

The COBIT Framework Evolution
® How business drives IT
® Value Management
m Extended Practices
B Supporting Products

A Value Management Audit
Approach

Conclusions
€026042006-62




:-L COBIT4.1 |

= New control practices

[ ]
= Control design and
4F
assurance framework
= Detailed assurance steps s
. " IT Governance Implementation Guide
= Extensive assurance advice e
= Implementation and +F
Assurance Processes N
AI ig n ed 1oL ;\ssura:::z j_n:fl::
= |T Control scoping
" INSTITUTE £g26042006-63
IT Control Practices and Assurance Steps
Control design ke .
= Necessary and sufficient steps % 0 SIeefplinig
- Roles & responsibilities 0 ﬂ
= Characteristics 4 8
= Generic and specific = Test approach
- Active and passive O - =at the process level
.l ts. outouts. activities 8 «at the control objective level
nputs, puts, «at the control practice level
/ «distinct for application and
/ general controls
Control o g @
Objective Value Risk
IT Assurance Framework
= Four Test objectives
» Five Test techniques
Control Assurance ‘ * Three Assurance Objectives
Practices Approach 1.Control design
: 2.0Objective out come
‘IP 3.Weakness impact
[]
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* COBIT4.1 — IT Assurance Roadmap

® Establish the IT audit universe
T Z >
; ® Select an IT control framework S zZ
2z
erform risk- base audit plannin
% ® Perfi k- based IT audit pl g ;C>
= ® Perform high- level assessments s —
o . — =
® Set the high- level assurance objectives z
Business Goals 5
n IT Goals w ((g
8 Key IT Processes and Key IT Resources 8 %
L -
g [Ly Key Control Objectives =z g
. L m
@ E{> Customised Key Control Objectives ()
. Document >
Obtain an R:cfg';.:geof Test the Alternatively /\\ - impact of c
— understanding key control effectiveness\\ additionally control (w]
(ﬂ")l of the IT objectives of the control \\ test the weaknesses, —
= asaurace /) arierr )/ Sesgnaiive / oucomect )/ commenton /| | 9
; errciency an —
GZ) subject Sz:;jseu(;ance objectives objectives provide an %
opinion >
GOVERNANCE
INSTITUTE €0g26042006-65

*COBIT4.1 —Implementation Roadmap

Raise awareness & Analyse Select
Identify Needs obtain business & processes
commitment IT goals & controls

Analyse Finalise
risks scope

Define actual Define target Analyse gaps &
Envision Solution Derformance : for _ identify
improvement improvements

Develop
improvement
plan

Define

Plan Solution o R

Implement Solution

Develop IT Governance
Build Sustainability Structures and
Processes

¥

GOVERNANCE
INSTITUTE €026042006-66




IT Governance

AGENDA

The IT Governance Institute =~ ™ What makes IT Governance so
Established by ISACA in 1998 to Important?
serve as “think tank” on IT ® What is IT Governance?
governance principles and concepts m COBIT — The IT Governance
To assist enterprise leaders in their framework
responsibility to make IT successful B COBIT and Other Frameworks

in supporting the enterprise’s
mission and goals

To promote through publications
and forums, good practices for
effective control and governance
over IT based on original research

B The COBIT Framework Evolution
B How business drives IT
® Value Management
® Extended Practices
B Supporting Products

B A Value Governance Audit
- Approach : :

Conclusions
€0g26042006-67

Five IT governance questions for the Board

Where you Where you
IT Governance Concerns J 1 2 3 4 5 Y
are want to be
1 VALUE 2 It is viewed as a| IT is a value >
cost enabler
Uncertainty Risk and value
2 TRANSPARENCY about risks and outcomes are
value outcome predictable
Comfortable
3 PERFORMANCE IT issues Cfeate al?f)L.Jt IT's
aggravation abilities and
performance
IT is largely a Ileper"lln;&;rlally
4 ENABLEMENT technical .
business
problem >
opprtunity
5 AGILITY IT is inflexible IT s agile and
responsive

3
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Ten process questions for Management

< Process Name > Status 1 2 3 4 5
1 |Is the IT process important to the Critical Very significant Makes things easier Can sit;rr\:;\;edv;l;hout it Not at all
success of the enterprise?
. . . P Kk
2 |ls it clear who is ultimately Everyone knows erso:cczogs and Person knows Person suspects Not clear at all
accountable for the end-result? P
3 [s e process being perfomed na
formal manner? P
All is done well Parts are always done| All aspects Some aspects
4 . ) Some aspects rarely
. always well sometimes sometimes
Is the process being performed well?
. . . Everybody knows; Most people know; Some know; Some know;
5 |Is it clear who is responsible for the responsible fully responsible largely | responsible partially | responible knows but Nobody knows
process? accepts accepts accepts does not accept
Integrated in . Known by senior
6 |Does the process have clear direction performance Communicated not | Documented but not management; not Not at all
linked to measures communicated
and goals? mesurement documented
Integrated and linked Efficiency and . ) .
; : Some effectiveness Some financial
7 to IT and business effectiveness, not Not at all
) measures measures
Is the process measured? goals linked to goals
Risk based and Part of risk based Regularly & results
8 results always plan and results occagsiona)lll actioned Ad hoc Not at all
Is the process audited? actioned regularly actioned Y
Continuously Regularly monitored . . .
g |Does the process have known control monitored and and many under Recogr:ltsedtbgt not | Aware :ze nee;j tot _dlo Don't knol\(/v if there
weaknesses? mitigated control yet treate something about i are weaknesses
Continuously Regularly monitored . . .
10 Does th tecmaogy used have
vulnerabilities? mitigated control Y’ 9
(0]

Overall Assessment

€g26042006-69

Ten Value Questions To Ask the Executive

resources?

obsolescence?

levels?

opportunities?

business?

cost structure?

Are procedures in place to ensure against costly lawsuits?

Are processes in place to ensure against IT-based surprises to senior
management?

Is the company getting adequate return from its investment in information

Does the firm have the appropriate IT to exploit its intellectual assets?
Does the firm have management practices to guard against technology

Does the company have adequate security to protect its information assets?
Does the company have management processes to ensure 24/7 service

Are processes in place to exploit discovery and execution of IT strategic
Are processes in place to ensure that an IT failure will not damage the

Is benchmarking a standard practice to ensure the company's competitive
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Four Elaborate Questions to ask Business
and IT Management

The strategic question. Is the investment:

= |n line with our vision

u Consistent with our business principles

u Contributing to our strategic objectives

= Providing optimal value, at affordable cost, at an acceptable level of risk

Are we
doing

the right
things?

The architecture question. Is the investment:
Arewe | % Inline with our architecture

doing them| = Consistent with our architectural principles
theright | & Contributing to the population of our architecture

= In line with other initiatives

way?

The delivery question. Do we have:
s Effective and disciplined delivery and change management processes
= Competent and available technical and business resources to deliver:
The required capabilities
The organizational changes required to leverage the capabilities

Are we
getting

them done
well?

The value question. Do we have:

Arewe |* A clear and shared understanding of the expected benefits
getting | = Clear accountability for realizing the benefits
' the = Relevant metrics
‘!-P benefits? | 4 an effective benefits realization process
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IT Governance

AGENDA

B \What makes IT Governance so

The IT Governance Institute .
iImportant?

Established by ISACA in 1998 to

serve as “think tank” on IT ®m What is IT Governance?
governance principles and concepts m COBIT — The IT Governance
To assist enterprise leaders in their framework
responsibi_lity tﬁ make ITlsu,ccessful B COBIT and Other Frameworks
In supporting the enterprise's B The COBIT Framework Evolution
mission and goals . .

o ® How business drives IT
To promote through publications = Value Man ment
and forums, good practices for . Ea ue d 3 I? geme
effective control and governance xten ©f ractices
over IT based on original research = Supporting Products _

® A Value Governance Audit
_ Approach
‘!:P m Conclusions
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i COBIT - The Emerging IT Governance Framework

c
@) Governance
-
3
@] Management
>
it
Control
Audit
CoBIT1 CoBIT2 CoBIT3 coBIT4
1996 1998 2000 2005
4P An open standard at www.isaca.org

GOVERNANCI
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i COBIT - The Emerging IT Governance Framework

How is it being used?

Audit Methodology

<= CobiT Bl Sarbanes Oxley

Framework
ﬂ Process Standards

“CobiT 18Cihte Triznaeviend-tbad roivest alegare efdilaerisiomsvw of IT.”
- Siinbn Shapive, CIO, Unisstec

GOVERNANCI
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COBIT - The Emerging IT Governance Framework

CobiT

Good practices
repository for

IT Processes

IT Management Processes
IT Governance Processes

Value

. Internationally accepted good

practices, a de facto standard

* |s management oriented

s |s supported by tools and training

+ Freely available

s Sharing knowledge and leveraging

expert volunteers

+ Continually evolves
» Maintained by reputable not for profit

organisation

» Maps 100% onto COSO
» Maps strongly onto all major related

standards
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i COBIT - The Emerging IT Governance Framework

CobiT

best practices
repository for

IT Processes

IT Management Processes
IT Governance Processes

Limitations

s ltis a reference, a set of best

practices, not an “off-the-shelf” cure

' Enterprises still to need to analyse its

control requirements and customise
based on its
» Value drivers
> Risk profile
» IT infrastructure, organisation
and project portfolio

Support

' Implementation Guide, performance

metrics, control practices
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i COBIT - The Emerging IT Governance Framework

= IT governance needs a control framework that
= Is strategically aligned | 17 Governance |

= Engages the executive level N7
= ©:>
= Can be reused for synergy & N
l

= |IT governance begins with the Board
asking some tough questions about IT

= IT Governance has a high § +20%1
return on investment

(0] +2%

cl:P 2
¢ .- . - Intensity of IT deployment +

T, €926042006-77

Management Practices

Conclusion

Support for the CIO: World-class IT

Aligned with the business and providing
transparent value

Top management attention through
appropriate IT Governance mechanisms

Engaged in performance measurement

Committed to continuous improvement

Fortune 500 CIQO’s

dP COBIT : Afree download at www.itgi.org
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Erik Guldentops
The 2006 European Advisor to the Board

Conference of Internal Audit The IT Governance Institute

Helsinki, 8 September 2006 erik.guldentops@pandora.be
equldentops@itqgi.org

* For more information...
|

Information Systems Audit and Control Association (ISACA)
IT Governance Institute (ITGI)

3701 Algonquin Road, Suite 1010
Rolling Meadows, IL 60008 USA

Phone +1.847.253.1545 (ISACA)
+1.847.590.7491 (ITGI)
Fax +1.847.253.1443 (both)
ISACA E-mail info@isaca.org
‘I_P ISACA Web Site  www.isaca.org
I ITGI E-mall info@itgi.org

INSTITUT ITGI Web Site  www.itgi.org




